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Abstract: The performance of nonlinear fault detection schemes is hard to decide ob-
jectively, so Monte Carlo simulations are often used to get a subjective measure and
relative performance for comparing different algorithms. There is a strong need for a
constructive way of computing an analytical performance bound, similar to the Cramér-
Rao lower bound for estimation. This paper provides such a result for linear non-Gaussian
systems. It is first shown how a batch of data from a linear state-space model with additive
faults and non-Gaussian noise can be transformed to a residual described by a general
linear non-Gaussian model. This also involves a parametric description of incipient faults.
The generalized likelihood ratio test is then used as the asymptotic performance bound.
The test statistic itself may be impossible to compute without resorting to numerical
algorithms, but the detection performance scales analytically with a constant that depends
only on the distribution of the noise. It is described how to compute this constant, and a

simulation study illustrates the results.
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1. INTRODUCTION

This paper studies fault detection in linear non-
Gaussian systems. It is first shown how a batch of
data from a linear state-space model with additive
faults and non-Gaussian noise can be transformed to
a residual described by a general linear non-Gaussian
model of the form

R, = H0 + H'V,. (1)

This transformation is based on either prior knowl-
edge, estimation based on past data, or a parity space
approach. Here, V; captures the stochastic effects in
the system possibly with coloring H} . Further, 6 is a
parameter vector in a smooth parameterization of in-
cipient fault profiles, which affects the system through
the matrix H?, see Sec. 2. The generating systems is
said to be fault free if § = 0 and otherwise faulty,

i.e., fault detection thus turns into a hypothesis test,
(Kay, 1998; Basseville and Nikiforov, 1993),

{Ho: 9:0, (2)
Hli 6%0

This test may be repeated for all possible faults, by
using different H?, for the purpose of diagnosis.

The goal of this paper is to compute an asymptotic
upper bound for the detection probability P, for a
given false alarm rate FPg,,

PD(d(Rt)§ PFA) < PD(dGLR(Rt)§ PFA)~ 3)
Here, d(R,) is any binary decision rule for H, and
H; based on the residuals in (1), and d°"*(RR;) is the
generalized likelihood ratio (GLR) test, which asymp-
totically maximizes Pp. In this way, the performance
of ad-hoc methods can be objectively evaluated in
Monte Carlo simulations.



It is of practical interest to investigate how much
more efficient the GLR test is for the non-Gaussian
linear model compared to an equivalent Gaussian lin-
ear model in (1), where V; has the same mean and
covariance. The Gaussian distribution is a worst case
distribution in that asymptotically

mgn max P, (d(Rt); Py, th)
Db,

= Pp(d™* (Ry); Pea, Vi € N)
< Po(d(Ry); Pra, p%,), (4)

where pg, denotes the true non-Gaussian distribution
of the noise. The gap in the inequality indicates how
important it is to take the non-Gaussianity into consid-
eration in the design. If the gap is negligible, the fault
detection may be designed for a Gaussian assumption,
and one can hope for good performance. Otherwise,
dedicated tests based on the GLR test statistic should
be derived.

The GLR test involves explicitly or implicitly esti-
mation of the parameter vector . One method is to
compute the weighted least squares estimate of 6. This
leads to the best linear unbiased estimate (BLUE) ob-
tainable for linear systems. This is, however, not the
minimum variance (MV) estimate for non-Gaussian
noise. The MV estimator is in general nonlinear in
data, and is asymptotically given by the maximum like-
lihood (ML) estimator. Relating to this, Cramér-Rao
lower bound offers a performance bound for parame-
ter estimation (Lehmann, 1983; Kailath er al., 2000),
and hence indirectly also a bound for detection perfor-
mance.

Of interest here is if utilizing nonlinear estimators
pays off in terms of better detection performance
and therefore motivates the need for more computa-
tional power. For autoregressive models the informa-
tion content in noise (intrinsic accuracy (IA)) can be
used to determine the potential for nonlinear methods
(Sengupta and Kay, 1990; Kay and Sengupta, 1993).
The same concept has also been used to describe op-
timal detectability for linear systems (Hendeby and
Gustafsson, 2005). This paper elaborates further on
this and points out the importance of choosing an
appropriate fault basis, as this affects the detectability.

This paper is organized as follows: Sec. 2 introduces
the models used, both for faults and residuals. In Sec. 3
accuracy is introduced as a measure of the information
available in noise, and in Sec. 4 bounds are derived
for the detection performance. Simulations in Sec. 5
exemplify the results. Conclusions are drawn in Sec. 6.

2. MODELS

To predict a system’s behavior a good model is very
important; the better the model, the easier it is to de-
tect abnormalities/faults. This paper assumes a linear
state-space model for the system,

i1 = Froy + GPwe + G{ft (5a)
yt:Htft‘f'@t"‘Htfft, (5b)

where y; are measurements of the system, f; a scalar
fault, x; the state, and w; and e; are mutually inde-
pendent process noise and measurement noise, respec-
tively. For detection several measurements are often
considered at the same time, which can be described
with a stacked model with L measurements,

Yy = Owxy—p41 + HZHWt + E; + Htht, (6)
where Y; = (y£L+1, o, y)T are stacked mea-
surements, and W, and [E, stacked process noise and
measurement noise, respectively. The system matrices
(with time dependencies removed for notational clar-
ity) are the extended observability matrix

O = (H" (HF)" ... (HF:HT)"

and the Toeplitz matrices H/ and H}"
H, 0 ... 0
- HG, H, .o
A= ¢ ,
; . .0
HF'?G, HF* G, ... H,

see (Hendeby, 2005) for time-dependent expressions.

This section first shows how to structure the fault,
and then construct residuals suitable for detection
purposes.

2.1 Fault Model

Faults often manifest themselves in the measurements
in the same way as process noise does. This introduces
a difficulty because the effect of noise and faults is
indistinguishable at any given time. The difference is
in the temporal behavior. Compared to noise, faults
have additional structure in how they affect the sys-
tem. By imposing this structure to the estimated faults
it is possible to separate between noise and faults.

The fault, f;, is split into two factors; direction and
magnitude. In this paper the fault direction is con-
tained in the matrices G{ and Htf . The remaining
magnitude is then expressed as a linear regression,

fe=ef0. (7)
Written in stacked form the fault becomes
‘ptTfLJrle
F, = : =20, 8)
<P£L+19
where ®; = (@i—r41...p). Above, 0 is a time-

invariant fault parameter of dimension ny that is inde-
pendent of L, and ®; acts as a basis for the variation in
fault magnitude. The basis should be chosen carefully
to cover all faults to be detected, and at the same time
be kept as small as possible to improve detectability.
Typically, ny < L to allow for efficient detection.



(The effect of the size of the basis is discussed in
Sec. 4.) Furthermore, with an orthonormal basis the
energy in the fault is preserved in the fault parameter,

IFe > = 67 @, 0 = [|6]|°.

One such suitable choice for the basis is discrete
Chebyshev polynomials, which describe orthogonal
polynomials of increasing degree (Abramowitz and
Stegun, 1965; Rivlin, 1974).

Example 1. (Incipient noise). Assume that a window
of L = 5 samples is studied and that the first three
discrete Chebyshev polynomials are used as basis,
ng = 3, for faults in the window. The resulting basis
vectors and an example of incipient fault is depicted
in Fig. 1. o
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Fig. 1. The three first Chebyshev polynomials and an
incipient fault described in them.

This paper adopts the convention that § = 0 indicates
a fault free system. This simplifies the notation with-
out limiting the generality.

2.2 Residual Model

To generate residuals the residuals needed for detec-
tion, first define HY = Htf ®T, that is the effect of the
structured fault in (6). This section will now show how
to obtain residuals of the form (1), i.e., R, = ﬂf 0+
H £V, where V; contains all noise elements over the
window, and H} is a coloring of that noise. In the se-
quel, HY and H} are assumed thick and with full row
rank, and cov(V;) > 0. For more details see (Hendeby
and Gustafsson, 2005; Hendeby, 2005).

State Space with Initial State Knowledge  Given an
estimate of the initial conditions of a linear state-space
model the residuals are given by

T ~
Rt = Yt — Ot—L—‘,—lxt

- Tp—r+1
=gfelo+ (0, H )| W, |,
H_,—/ 5/_/ Et
Lo S

\

where Zy_r11 = T4_p4+1 — Ty—r41 is the error in
the estimate. The method used to estimate the state
determines which distribution the error has.

Parity-Space State-Space Formulation It is some-
times unfavorable to use information about the initial
state of a system. An alternative is then to remove
all influence on the measurements from the initial
state. This is referred to as working in parity space
(Basseville and Nikiforov, 1993). For (6) this can be
achieved by multiplying the measurements with a suit-
able matrix, yielding the residuals

R; = P5Y;
=Po (H' 1) @Vt) +PoH{® 6, (10)
t —

where by construction P50 = 0 and cov(R;) > 0,
i.e., PG (Hy 1) has full row rank.

3. INFORMATION AND ACCURACY

This section introduces Fisher information (F), intrin-
sic accuracy (1A), and relative accuracy (RA) which
are important in the derivation of the fundamental
performance bounds discussed in Section 4.

3.1 Fisher Information

The Fisher information (FI) is a measure of how
much information is available about a parameter in a
distribution given samples from the distribution.

Definition 1. Fisher information (FI) is defined (Kay,
1993), under mild regularity conditions on the distri-
bution of ¢ for the parameter 6, as

T¢(0) = — Ee (Aglogp(€]0))
— E¢ ((Valogp(¢l6)) (Valogp(€l0)") (D)

evaluated for the true parameter § = 6, with V
and A defined to be the Jacobian and the Hessian,
respectively.

The FI is related to any unbiased estimate 6 of 0 based
on measurements of ¢ through

cov (0(¢)) = I ' (0) = P§™**,
where P;*"® is the well known CRLB for the covari-

ance of the estimate @ (Kay, 1993; Kailath et al., 2000)
and A > B denotes that A — B is a positive semidefi-
nite matrix.

3.2 Accuracy

When nothing else is explicitly stated in this paper,
the information is taken with respect to the mean, p



assumed to be zero, of the distribution in question, and
therefore the notation Z, := Z.(u), with e a stochastic
variable, will be used. This quantity is in (Kay and
Sengupta, 1987; Kay, 1998; Cox and Hinkley, 1974)
referred to as the intrinsic accuracy (1A) of the proba-
bility density function (PDF) for e. It follows that

T, = —E.(Allogpe(e—p)) = —Ec(Aglogpe(e)).

Theorem 1. For the intrinsic accuracy and covariance
of the stochastic variable e the semidefinite inequality

cov(e) = Ie_l,

holds with equality if and only if e has a Gaussian
distribution.

Proof: See (Sengupta and Kay, 1989). ]

In this variance sense the Gaussian distribution is a
worst case distribution. Of all distributions with the
same covariance the Gaussian is the one with the least
information about its mean. All other distributions
have larger IA.

To be able to easily talk about the increase in accuracy,
relative accuracy (RA) is introduced in the following
way:

Definition 2. If a scalar W, exists such that cov(e) =
v, 7 6_1, then denote V., relative accuracy (RA) for the
distribution.

It follows from Theorem 1 that, when RA is defined,
W, > 1, with equality if and only if e is Gaussian. The
RA is hence a relative measure of how much useful
information there is in a distribution, compared to a
Gaussian distribution with the same covariance.

Example 2. (Outlier distribution). Outliers in measure-
ments can be described using a Gaussian sum,

e~ (1-wN(0,%) +wN(0,EX), (12)

where 0 < w < 1 denotes how likely outliers are,
k tells how much worse variance the outliers have,
and X is the nominal measurement variance. The RA
of e in (12) varies with w and k, as depicted in Fig. 2.
Note, given the right circumstances a good outlier
description may be much more informative than a
Gaussian second order equivalent with the same mean
and variance. o

4. GENERALIZED LIKELIHOOD RATIO BASED
DETECTION

One method commonly used for detection purposes
is the generalized likelihood ratio (GLR) test. Given
the PDF of the residuals conditioned on 6, p(R;|0), the
GLR test statistic is

SUpg| 3¢, p(R|0) B p(R\él)

La(R) = supg);, P(RIO)  p(R|fo)

;o (313)

Fig. 2. Inverse relative accuracy, ‘I’;l for (12). (x de-
notes the noise used in Sec. 5.)

where éo and él are the ML estimates of 6 under H,
and H;, respectively.

Using the GLR test statistic with a threshold test

Ha
La(R) 2 v (14)
Ho
is then to decide if the alternative hypothesis is suffi-
ciency more likely (defined by ) than the null hypoth-
esis.

This section describes the statistical properties of the
GLR test and based on this conclusions are drawn
about how different noise affect the detection perfor-
mance.

4.1 Asymptotic GLR Test Statistics

The GLR test is known to be a uniformly most pow-
erful (UMP) test among all invariant tests, see The-
orem 2. However, there are no general results about
non-asymptotic properties of the GLR test, but it is
known to be optimal in special cases (Basseville and
Nikiforov, 1993), and it is known that optimal tests do
not exist in certain cases (Lehmann, 1986).

Theorem 2. The GLR test is asymptotically UMP, i.e.,
most powerful for all & under 7, amongst all tests
that are invariant. Furthermore, the asymptotic statis-
tics are given by

2 der H
Ll (Y) & {Xmeo - HRCET O (15a)
a(¥) {st()\), under H;
where L (Y) := 2log Lg(Y) and
A= (01 —00)T (6 = 00)(6, — ). (15b)

The dimension of Z(6 = ) is ng X ng, and 6y and 6,
are the true values of § under H, and H, respectively.

Proof: See (Kay, 1998, Ch. 6). 0

The important non-centrality parameter (15b) is for
the class of systems (1) studied in this paper



N=0TH!T(HY 7, HYT) " H 6, (16)
when 6y = 0 (Hendeby and Gustafsson, 2005).

Other tests that possess the same favorable asymp-
totic properties are the Wald test and the Rao test
(Kay, 1998). The asymptotic performance stipulated
by the theorem constitutes an upper bound for what
can be achieved with an detector given finite informa-
tion. According to (Kay, 1998) the performance of a
GLR test is often close to asymptotic performance for
relatively modest sizes of data.

4.2 Asymptotic Detection Performance

If the asymptotic GLR test described in Sec. 4.1 is
used the probability of false alarm, P,, and the prob-
ability of detection, Py, can be derived analytically.
These values then constitute an upper bound on the
performance obtainable for the system, due to the UMP
property of the GLR test.

The P;, for a given 7/ is
Pey = Pr(decide Ha[Ho) = Qy2 Y, (17)

where O, denotes the complementary cumulative
density function of the distribution %. Note, P, de-
pends only on the choice of threshold " and the fault
parameter dimension ng, hence changing the noise
distributions will only affect the probability of detec-
tion

Py = Q2 (7)), (18)
where ) is defined by (16). The function QX;LQQ NGA)
is monotonously increasing in A (increasing the mean
under the alternative hypothesis lessens the risk that
a detection is missed), hence any increase in A im-
proves Pp,. From (16) the intuitive fact that it is easier
to detect a larger fault follows directly.

More importantly, if Zy increases, P, increases as
well. Now, since any increase in RA increases A, and
since Wy > 1 for non-Gaussian noise it follows that
any non-Gaussian noise improves P, compared to
the same system with Gaussian noise. That is, if the
noise is non-Gaussian this could significantly improve
the ability to detect a fault if the noise is handled
appropriately.

The dimension of the fault parameter is another im-
portant factor. The effect is slightly different from that
of 7., which separates the distributions. The effect
of increasing ny is to increase the variance of the A
distribution, and that way the distinction between the
distributions decreases. This affects the test under both
the hypotheses changing the relative separation of the
two hypotheses.

5. SIMULATION STUDY

To illustrate the theory, consider a DC motor given by
the state space description

11-—¢7T
Ti41 = 0 — Tt

. (T— (1 —e‘T)) (wi+ ) (19)

1—¢e T
yr = (10) 2 + e, (19b)

with w; and e; mutually independent noise. Assume
that the fault f; is affine in its behavior. For the sim-
ulations in this paper: 7' = 0.4, wy, ~ N (0, (155)?).
and

er ~ 0.9N (0, (Z5)?) + 0.1N (0, (392)?),

i.e., e; has 10% outliers with 100 times larger vari-
ance. The measurement noise is then characterized
by var(e;) = 0.0083, Z. = 11000, and ¥, = 9.0.
Detection is performed in parity space on a window of
L = 6 samples, a Chebyshev base is used to capture
faults with affine magnitude profile, ng = 2, and the
following fault is simulated:

0, t <207
fi =< (t—=20T)/(100T), 20T <t <30T (20)
1/10, 30T < t.

With this setup the performance gain to expect by
utilizing all available data for detection instead of
assuming Gaussian noise is indicated in Fig. 3. The
plot shows a clear potential gain from utilizing the
correct noise distribution. Note that for this setup the
impact of non-Gaussian process noise is only minor.
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Fig. 3. Normalized P, given P, = 5% for f! =
0.1, ie., 0 = (\/G/IO,O)T. 1 corresponds to
P, = 27%. (x denotes the noise used in the
simulations.)

Simulating the system, using a numeric ML estimate
of # in the GLR test, assuming both true and Gaus-
sian noise distributions, yields the ROC diagram in
Fig. 4. P, and P, have been derived from the first
and last part of the fault sequence, i.e., § = (0,0)T
and @ = (v/6/10,0), respectively. The detection gain
obtained using the true noise characteristics is impres-
sive, especially for P, < 1. It should at the same time
be pointed out that it would probably be possible to
obtain a better detector utilizing a Gaussian noise ap-
proximation with other characteristics. However, the



bound given under the Gaussian assumption provides
an indication of the potential performance gain.
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Fig. 4. ROC plot based on 1000 MC simulations for
fi =0.1,ie., 0 = (v/6/10,0)T.

Furthermore, the detection rate in each time instance
of the simulation is presented in Fig. 5. Note how
the fault is hardly detected at all with the Gaussian
noise assumption whereas P, ~ 80% when using all
available information.
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Fig. 5. Detection performance for a time series, when
designed for P;, = 5%. The simulated fault
included for reference. Note that different thresh-
olds are used for the two cases.

6. CONCLUSION

In this paper detection performance is studied for lin-
ear non-Gaussian state-space systems, for which it is
shown how to construct linear residuals. It is further-
more shown how using a structured fault representa-
tion and handling non-Gaussian noise correctly may
improve detection performance. Calculations are pro-
vided that limits the possible performance and bounds
for the detectability are given in terms of intrinsic ac-
curacy (1A) and the dimension of the fault basis used.
This way optimal detection performance is related to
the characteristics of the noise involved. Monte Carlo
simulations which shows predicted performance gain
are provided to supports the theory.
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